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VoIP



Componentes

ÅEndpoints(Softphones, 
Hardphones)

ÅIP PBX

ÅBase de Datos

ÅServidores Web

ÅSistemas Operativos

ÅH.323 Gatekeeper

ÅSBC

ÅPSTN

ÅB2BUA
ïUAS

ïUAC

ÅSIP Proxy

ÅSIP Registrar

ÅSoftswitch

ÅMedia Gateways

ÅLocationServer

ÅDirectorio



Protocolos



H.323



SCCP



IAX



SIP

PETICIONES

ÅINVITE

ÅACK

ÅBYE

ÅCANCEL

ÅREGISTER

ÅOPTIONS

RESPUESTAS

Å1XX ςProvisionales

Å2XX ςExitosa

Å3XX ςRedirección

Å4XX ςError de cliente

Å5XX ςFallas del Servidor

Å6XX ςFallas Globales



Registro

Bob                        SIP Server
|                                           |
|          REGISTER F1          |
| ------------------------------>|
|      401 UnauthorizedF2      |
|< ------------------------------|
|          REGISTER F3          |
| ------------------------------>|
|            200 OK F4            |
|< ------------------------------|



F1 REGISTER Bob -> SIP Server

REGISTER sips:ss2.biloxi.example.com SIP/2.0
Via: SIP/2.0/TLS 
client.biloxi.example.com:5061;branch=z9hG4bK
nashds7
Max-Forwards: 70
From: Bob 
<sips:bob@biloxi.example.com>;tag=a73kszlfl
To: Bob <sips:bob@biloxi.example.com>
Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com
CSeq: 1 REGISTER
Contact: <sips:bob@client.biloxi.example.com>
Content-Length: 0



F2 401 UnauthorizedSIP Server -> Bob

SIP/2.0 401 Unauthorized

Via: SIP/2.0/TLS 
client.biloxi.example.com:5061;branch=z9hG4bKnashds7

;received=192.0.2.201

From: Bob <sips:bob@biloxi.example.com>;tag=a73kszlfl

To: Bob <sips:bob@biloxi.example.com>;tag=1410948204

Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 1 REGISTER

WWW-Authenticate: Digestrealm="atlanta.example.com", 
qop="auth",

nonce="ea9c8e88df84f1cec4341ae6cbe5a359",

opaque="", stale=FALSE, algorithm=MD5

Content-Length: 0



F3 REGISTER Bob -> SIP Server

REGISTER sips:ss2.biloxi.example.com SIP/2.0
Via: SIP/2.0/TLS 
client.biloxi.example.com:5061;branch=z9hG4bKnashd92

Max-Forwards: 70
From: Bob <sips:bob@biloxi.example.com>;tag=ja743ks76zlflH
To: Bob <sips:bob@biloxi.example.com>
Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com
CSeq: 2 REGISTER
Contact: <sips:bob@client.biloxi.example.com>
Authorization: Digestusername="bob", 
realm="atlanta.example.com"
nonce="ea9c8e88df84f1cec4341ae6cbe5a359", opaque="",
uri="sips:ss2.biloxi.example.com",
response="dfe56131d1958046689d83306477ecc"
Content-Length: 0



F4 200 OK SIP Server -> Bob

SIP/2.0 200 OK
Via: SIP/2.0/TLS 
client.biloxi.example.com:5061;branch=z9hG4bKnashd
92
;received=192.0.2.201
From: Bob 
<sips:bob@biloxi.example.com>;tag=ja743ks76zlflH

To: Bob 
<sips:bob@biloxi.example.com>;tag=37GkEhwl6

Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com
CSeq: 2 REGISTER
Contact: 
<sips:bob@client.biloxi.example.com>;expires=3600

Content-Length: 0



SDP



RTP





Ataques





PhoneScam



Amazon EC2
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